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CYBERCRIME: 2021 ANNUS HORRIBILIS FOR CYBERSECURITY 
 

The Exprivia Cybersecurity Observatory recorded an exponential growth in cybercrime in Italy in 
2021, with 1,356 cases, more than double the number in 2020. In spite of cybersecurity 

investments, the number of successful attacks is increasing. The "pandemic effect" ends and the 
financial sector is confirmed as the most seriously affected  

 

 
24 February 2022 - With a peak between October and November, 2021 saw a net growth in 
attacks, incidents and privacy breaches in Italy, and proves to be an annus horribilis for 
cybersecurity. 
 
This is what is apparent from the latest 2021 report on cyber threats in Italy, produced by the 
Exprivia Cybersecurity Laboratory, which observed 454 cybercrime events in the period from 
October to December, an increase of 66% on the previous quarter, and almost double compared 
to the last quarter of 2020.  
The sharp rise in cases observed since the start of the pandemic confirms the growth trend in 2021 
which saw a total of 1,356 events, compared to 605 in 2020, of which 901 attacks (double the 450 
recorded in 2020), 407 incidents (almost four times as many as the 112 in the previous year) and 
48 privacy breaches, slightly up compared to 43 in the previous year.  
 
The difference between attacks and incidents (that is, successful attacks) is progressively 
reduced, in particular in the last quarter, when 245 attacks and 202 incidents were recorded: 
if, on the one hand, victims are improving their defensive ability, intercepting more attacks, on the 
other cybercriminals are developing new and further skills such as to cause an increasing number 
of cyber incidents.   

The experts in Exprivia - which has been involved in the spreading of cybersecurity culture - believe 
that the "pandemic effect, which exploded in 2020, when hackers used issues linked to Covid-19 
to attack victims, is now over; in 2021 everything rotating around Banking is again the main cause 
of cyberattack.  
   
"In Italy hackers seem to have turned a new page with respect to the pandemic and continue to 
develop increasingly sophisticated techniques to hit their targets - stated Domenico Raguseo, 
Exprivia Cybersecurity Director. The phenomena linked to cybersecurity have increased 
exponentially in 2021 compared to the peak in the previous year but, at the same time, this leads to 
hope for an increased defensive ability observed in victims.  Cybercrime is now a consolidated 
phenomenon which can be fought by investing in security and raising awareness of risks, especially 
in new generations." 

According to the Exprivia Laboratory, which takes into account 111 public sources, the most 
vulnerable sector and the one most targeted by cybercriminals in 2021 is that of Finance, where 
numbers went up from 81 cases to 428.  This is followed by the Software/Hardware sectors - which 
include cloud, videoconferences, DAD platforms, etc. - which saw number increase from only 26 to 
388, and the Public Administration sector, which recorded a more modest increase, from 91 to 
120 cases over the entire year. The PA sector, one of the most affected in the peak of the Covid-19 
epidemic, remains one of the most at risk, especially because of the limited understanding of 
cybersecurity on the part of personnel.   
 

https://www.exprivia.it/it/cybersecurity-ottimizzare-gli-investimenti-andltbr-andgtper-ridurre-il-rischio-complessivo/7083/webinar-exprivia-threat-intelligence-report-2021.php
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Data theft is one of the types of crimes observed in 2021, with 63% of the phenomena recorded and 
a significant gap compared to the economic damage (21% of the total).  The techniques most used 
by cybercriminals, however, phishing-social engineering retains top of the list position with 627 
cases (46% of all cases recorded in 2021), which particularly affects distracted users or those with 
little knowledge of how to spot traps via email or social networks.  
 
The data from the last quarter of 2021, however, hides a trend that may grow in the next few months, 
linked to "Brute force" attacks, through which criminals try to steal passwords by trying - with the 
help of ad hoc software - all the possible combinations of letters, special characters and numbers 
until the right access key is identified.  
 
Lastly, the Observatory observes, the number of IoT devices exposed in networks is around 7.5 
million, slightly down by 3% compared to the previous quarter, in spite of the fact that digital services 
continue to increase. 

The report can be downloaded from the Exprivia website www.exprivia.it   and it is also possible to 
view a list of courses organised for training in the field of IT security and risk management at this 
link. 

 

 

 

 

 

Exprivia 

Exprivia is an international business group specialised in Information and Communication Technology able to use its 

customers' business change drivers through digital technologies.  

With a consolidated know-how and long experience gained from a long presence on the market, the group has a team of 

experts specialised in various technological and domain fields, from Capital Market, Credit & Risk Management to IT 

Governance, from BPO to Cybersecurity, from Cloud Big Data to mobile IoT, from networking to corporate cooperation 

and even to SAP world.  The group assists its customers in the Banking&Finance, Telco & Media, Energy & Utilities, 

Aerospace & Defence, Manufacturing & Distribution, Healthcare and Public Sectors. The offer includes solutions consisting 

of own and third-party products, engineering and consulting services.  

Today the group employs 2,400 professionals in seven countries in the world. 

Exprivia S.p.A. is listed in the Borsa Italiana stock exchange, in the Euronext Milan (XPR) market. 

The company is subject to the management and co-ordination of Abaco Innovazione S.p.A. 

www.exprivia.it    

 

 

 

http://www.exprivia.it/
https://www.udemy.com/user/exprivia-spa/
http://www.exprivia.it/
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